ABLESTACK Online Docs

ABLESTACK-V4.0-4.0.15

DB 7




ABLESTACK MoldE 0| E7%t 0| F2}E E3t 117I2M 7|52 HIBst= 2lSA 7|4t 3A|E X o 714 THA| J, M| | THA|
QI DB M| st 2 M LT,

r

MariaDBE M5t 7|84
[=]

OZ O|0|E{E EX|st= L2t 22{AE(Galera Cluster) S &-8310] 37H2| DB 7HAHAIS St
SHAHZE 0|53} #45H= WH2 ze2

e MariaDB M

e Galera Cluster 4

o BE WRiA(R0} 24 87

7HeHAS Mdsty| H, Anti Affinity 182 d45Ho 01'—0H—f°| MEUo] £ 3._+ M HAS0| EF 2 AE oF X0f| S22 4™
SI=E StALL I 2 S| AMEX| A= E E,*Lllif 0|5 2[8lf Affinity 2 &2 anti-affinity @22 WEB, WAS, DB 2}
2t =ItsljoFgtL|Ct. Ol £ QI3 WFE > Affinity 08 f':“'OE 0|=5to] M Affinity 18 F7H HES S=ILICH 2255
MOS0 22 Y =S =ely = ASLIC

M Affinity 18 £7} & X

e

HYO

*8y0O

M Affinity 2& =7t cheted XHof| M of 93 &= of|Al= tH2at Z &Lt

Page 2 of 16


file:///var/folders/wv/ht4pt80j42nd2kq86hyzysdw0000gn/3tiers-linux-guide-prepare#_4
file:///var/assets/images/3tier-linux-architecture-add-affinity-group.png
file:///var/assets/images/3tier-linux-architecture-add-affinity-group.png

e O|Z:ablecloud-3tier-linux-db
o Ad: 3tiers-linuxel db M A| AF2E|E= Affinity 2S5QIL|C}.

o 7 :anti-affinity (Non-strict)

© Affinity 18 23
host anti-affinity: 7}5¢8t ot M2 CHE S AE0| QIAHAS HYZZBIL|CE
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ABLESTACK Mold= 7|2 MO 2 HIZalg 0|23 JHAHAIS M5 S Al
7| Hofl HX] "THAT A AL ZH|" THAIE S8l CentOS 7|8t JtAH A &IZSI 0|0|X| S c*!é%fO# SEotes ’Sﬂ% st 2
THAHHAIS A AI8HOF SHL|C}.
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EI71LF7IEMI*E“”°I 0|R E,%ﬂélﬂ 49| B E L ES0| Xt XHAO| Primary2ta QIAISHA| == &8s SEgLICh
S Y| LHSHA E=0 o HH’*i':':SEAIOiI

AEE EeQl pddo| YASHH, 2t e E7F S A0l PrimaryZt E|HAM 0[F 7t I
AE2|X[0f 25t S7(<t 8 %Iﬂoil HIH & Z{Ql EZHZHMO| LHliet 4~ ~19 , Gl &SHA| 2ot Crfet 2RI 2 HA| Mu|ATt =

e DB7HMMA1
o HHI oIz} MEH : Zone
o EIE3l/ISO: Rocky Linux 9.0 7|2 o]0 X] #1Z 3! * Rocky Linux release 9.0 (Blue Onyx)
o ZHJE 2z :1C-2GB-RBD-HA
o H|O|E{ C|A : 100GB-WB-RBD * MariaDB2| H|O|E{7} MAE|= A2 2 AFREL|CY,

o HIESRIZ:db*VPCEO| X[SH=X| 2tQletL|C}.
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= |P:192.168.3.11

SSH 7| % : 3tier_linux_keypair

SEgel=p

= Affinity 715 : ablecloud-3tier-linux-db
0| : ablecloud-3tier-linux-db-01

o DB7H&MH2

[e]

o

[e]

HiE QlZ2t MEH : Zone
HZ31/1SO : Rocky Linux 9.0 7|2 o]O|X| #1Z8 * Rocky Linux release 9.0 (Blue Onyx)
ZFE 24 : 1C-2GB-RBD-HA
Gl0|E{ C|A3 : 100GB-WB-RBD * MariaDB2| HIO|E{7} ME E|l= A2 2 AFREILICE,
HERZ : db * VPCEHO| LX|SH=X| =lefL|Ct.
= [P:192.168.3.12
SSH 7| 4 : 3tier_linux_keypair
St RC
= Affinity 71& : ablecloud-3tier-linux-db
0|Z : ablecloud-3tier-linux-db-02

e DB7M&HAI3

[e]

o

HiZC QlZ2t MEH : Zone
#E3!/1SO : Rocky Linux 9.0 7|2 o|0|X] BIZ3l * Rocky Linux release 9.0 (Blue Onyx)
ZHE 23 : 1C-2GB-RBD-HA
Cf|0|E{ C|A3 : 100GB-WB-RBD * MariaDB2| G|O|E{7} MEE|= A2 2 AL EL|Ct
HES 3 : db * VPCHO| Lx|5H=X| StolstL|Ct,
= [P:192.168.3.13
SSH 7| 4 : 3tier_linux_keypair
sE e
= Affinity 15 : ablecloud-3tier-linux-db
0|Z : ablecloud-3tier-linux-db-03

AEH 2HE 218l 7|2 RootDisk7} OFl N8| ABS I C| AT 29| Cf|0|E AFO[| 2REtL|Ct 0| S¢leh AFH A
O = It MY Al =7IH H|o|H A3 S ZFeLCt.
6 Note

DB 7t T4l 1,2, 30f| Chel & 3! @83 XHELC.
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fdisk

-1

YO E 0| Eot0] TA C|A3 HEut OiE| M i S eflgtL|Ct.

fdisk -1 HHEHO MM A CIAT /qev/sab Ol OFRE DHE|MO| @l ArEHOI A

1 Disk /dev/sda: 100 GiB, 107374182400 bytes, 209715200 sectors

2 Disk model: QEMU HARDDISK

3 Units: sectors of 1 *¥ 512 = 512 bytes

4 Sector size (logical/physical): 512 bytes / 512 bytes

5 I/0 size (minimum/optimal): 512 bytes / 512 bytes

6 Disklabel type: dos

7 Disk identifier: Oxfc3d5bOc

8

9 Device Boot Start End Sectors Size Id Type
1@ /dev/sdal * 2048 2099199 2097152 1G 83 Linux
1§ /dev/sda2 2099200 209715199 207616000 99G 8e Linux LVM
13 Disk /dev/sdb: 100 GiB, 107374182400 bytes, 209715200 sectors
L4 Disk model: QEMU HARDDISK
o Units: sectors of 1 *¥ 512 = 512 bytes
o Sector size (logical/physical): 512 bytes / 512 bytes
L7 I/0 size (minimum/optimal): 512 bytes / 512 bytes

tdisk BHOE 0|85t0] /dev/sap CIAIO| OIHE|M ™S BL|Ct.

[y

fdisk /dev/sdb

n S Yo M2 2 TE|MS Hd5ta p E Y=oI0] = THE| Mo = WERL|CY,

1 Command (m for help): n
2 Partition type:
3 P primary (O primary, O extended, 4 free)
4 e extended
5 Select (default p):
OE|M HS E dASt= THAIQLICE 7|2 2421 1 2 =S LE A E o Z 5 JSLICE
1 Partition number (1-4, default 1):
AIEHE ME|S X H 4 UBLIC 7|2 22 etHLE AIE 2 HofZh & YALITH
1 First sector (2048-143305919, default 2048):
Using default value 2048
mE|Mo| 82F2 MAetL|Ch CIAT MAE oL ME|MOZ MMY Z 2 7|2 S LHSIHU AHZE H0{Z
1 Last sector, +sectors or +size{K,M,G,T,P} (4096-262143, default

262143):

w S Hst0] oiE|M FEE C|A 30 MLt
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Command (m for help): w

The partition table has been altered!

Calling doctl() to re-read partition table.

IS, WUV Y

Syncing disks.
faisk -1 HHO| MG HFE DHE|M FE S efQlgtLCt

1 fdisk -1

¢§

0x

EIOEIM /dev/sdab1 B Solgh £ JAELICE

1 Disk /dev/sdb: 100 GiB, 107374182400 bytes, 209715200 sectors
2 Disk model: QEMU HARDDISK

3 Units: sectors of 1 * 512 = 512 bytes

4 Sector size (logical/physical): 512 bytes / 512 bytes

5 I/0 size (minimum/optimal): 512 bytes / 512 bytes

6 Disklabel type: dos

7 Disk identifier: 0x1£fd9e01f

8

9 | Device Boot Start End Sectors Size Id Type

10 | /dev/sdbl 2048 209715199 207616000 100G 83 Linux

nkfs HHOE 0|83 /dev/sap1 DHE[MOf xfs THA A| AR S MG B T

1 mkfs.xfs /dev/sdbl
HUNMOE MY A|ARIO| WMEIJEX] tscx -v BHHE Solf ZQUptL|C.
1 fsck -N /dev/sdbl

xfs I A|AHIO| = AE

Jiot

foIgt 4 UBLICY,

1 fsck from util-linux 2.37.4
2 [/usr/sbin/fsck.xfs (1) -- /dev/sdbl] fsck.xfs /dev/sdbl

/dev/sabl E[EE /mnt/data Z20| ORES HEYLICH OI2EY 20| EC{7t QiCHH B

Fojet = OF2EE XM EfLIct

1 mkdir /mnt/data
A chmod -R 1777 /mnt/data
3 mount /dev/sdbl /mnt/data

i
2
o
S
S
ct

grep "sdbl"

/unt/data Ol HEHOZ OIR2E MEE AS &g + AFLICH
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1 /dev/sdbl on /mnt/data type xfs
(rw,relatime,seclabel,attr2,inode6b4,logbufs=8,logbhsize=32k,noquota)

FIHCE MR A MHSLZ2 OI2EJ ML= 5 Of2fl LHES F7HefLCt

[etc/fstab

1 /dev/sdbl /mnt/data xfs defaults 0 O

© centosHaMAIC B8 AL W

MM 25 A8 EME BUSHAIR.

* CentOS 7t A0 MQ RE C| A3 =tEknt G|0|E| C|AZ0] CHet =71 AR 0] CHet ME = CentOS 7H&H A 710 =

@ Note

%
2

DB 7hatM 4l 1,2, 30 Cho A 5! HH S HEgfL|Ct.

HE3 Lot off x|

YSHH2 SO0 Li7t= HERIS ESfL S ZLEZ50 TE2oh= WY ALICH £ ENL S S1LX| AR 2FEHS
= YOl 2ot 7AlS FYol5te] S LIt CentOS 2IH|H| MM = firewald2t= 0| 2| et =1t & 7H siE 7|50] |
SELI
firewall-cnd SHOIE O|83t0] galera AMH|A0f Chet HotH S SHMSELY - pernanent FHS A FAHLZ XE
gfLict.

firewall-cmd --zone=public --permanent --add-service=galera

firewall-cmd --reload

©® info

galera A{H|A= TCP XLE 3306, 4567, 4568, 44442F UDPILE 45672 AMELILCE.
SELinux 83

El 1}

Hotzs} 2[5 A(SELinux; Security Enhanced Linux)= CentOSO|A HMSst= 7{'E 7[8te] 2ot REQILICEH &, A|A
2| psk) 2

Aot et EF M 8 A A2 MEXE FMetsts O ARl = 7|5 = MH[AYLICH Galera Clustere| 2 S # €

0

= o
U REXOZ 57| 2f6 SELinux XS HASLICE
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SELinux MMS MM5t0] 2t LEQL MH|AE {83t & HARLICE

semanage port -a -t mysgld_port_t -p tcp 4567
semanage port -a -t mysqld_port_t -p tcp 4568
semanage port -a -t mysqld_port_t -p tcp 4444

semanage permissive -a mysqld_t

A Warning

SELinuxE FX 25} 512 L= HIZHototA| & H Aot &S S A0 Qg "FAH A"t HRE HFa HOZREHO "A|A™— &2

H o
2"t L2 0|YSS MUK R =+ AFLICH

MariaDB A

MariaDB= MySQL 7|&8 7| O 2 6= QEAARILICE Galera Cluster®i| A X|Sdt= 0| &3t 21| B4l 2] MariaDB
MHE F1456t0{ O| FO{FLICE.

@ Note

DB 7t T4l 1,2, 30f| Chel & S @82 HE-LC,.

MariaDB I{7|X| & X
£ HT2| MariaDB I7|XIE A XI5t7| 2|8 Yum RepositoryE 3=7}sHOFgLICY.

7t& Aol 2HAIFZE Rocky Linux 9.02| 2 of2f2| LiES F=ItefL|ct.

/etc/yum.repos.d/mariadb.repo

# MariaDB 10.9 RedHat repository list - created 2022-11-30 05:38 UTC
# https://mariadb.org/download/
[mariadb]
name = MariaDB
baseurl = https://twl.mirror.blendbyte.net/mariadb/yum/10.9/rhel9-
amd64
gpgkey=https://twl.mirror.blendbyte.net/mariadb/yum/RPM-GPG-KEY -
MariaDB

B e NS, ST UUR \C R Y

gpgcheck=1

o Tip

CHE M2l AL MariaDB Repository Link & 22l5t0§ &tolst = M 2%t Ct,

7| X[ 22| EFo{e! dnf E ALESHO] MariaDB IH7| XIS & X|&fLICt.
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https://mariadb.org/download/?t=repo-config

[y

dnf install MariaDB-server MariaDB-client
THA A HEA] MX|El MariaDB MH|AE X5 A|ZfStE 2 SE6t A|ZFgtL|CL.

systemctl enable mariadb.service

systemctl start mariadb.service

MariaDB EQt M X

MariaDB MH|AE A%t = of2f | B E Soll MariaDB2| X£7| #ot H-S AlFfetL(C}.
1 mariadb-secure-installation

ofzHol Lo w2t £7| Fot 8-S - etLICt.
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I5t0] MariaDB2| 2oHa% WS stolgtLct.

(N
i
Ju

1 Enter current password for root (enter for none): [AEE =gt
& (=

3 OK, successfully used password, moving on...

4

. x O RE22 0| w2t BV|EX eg & YaLch

7 Setting the root password or using the unix_socket ensures that
3 nobody

9 can log into the MariaDB root user without the proper

10 authorisation.

11

12 You already have your root account protected, so you can safely
13 answer 'n'

14 Switch to unix_socket authentication [Y/n] Y [MariaDB &3 Al EA
o a7l M RS MEHELICE. vyE MEMSiLCH )

16

17

18

19

20 Enabled successfully!

21 Reloading privilege tables..

292 ... Success!

23

24

25 You already have your root account protected, so you can safely
Zo answer 'n'

27

;CS) Change the root password? [Y/n] Y [_DB ROOT IHAQIE MFEH ZiIQIX| MEHE!
iy LiCh. Y8 AMegc )

31

32 New password: IAQE /A

33 Re-enter new password: AEQI IJAQE H

34 Password updated successfully!

35 Reloading privilege tables..

36 ... Success!

37

3L By default, a MariaDB installation has an anonymous user, allowing
Y anyone

ii to log into MariaDB without having to have a user account created
42 for

43 them. This is intended only for testing, and to make the

44 installation

45 go a bit smoother. You should remove them before moving into a

A S R N O U DN

Q|F0f| M DBOI| & 7hsot== of2iof 72| E Sal A RLICh

mariadb -u root -p %%O‘I% g@ﬁ_}:‘gnﬁﬁ%g% ?:IE5|3|'03| MariaDBoﬂ’S-ﬁ-ﬂthf.

mariadb -u root -p

Enter password:

2= DB 3L E|O| 0] CHet M2 EetS A™HELICE 2otS 2o £ IP e H22E S ELICH
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MariaDB [ (none)]> use mysql;
MariaDB [(none)]> grant all privileges on *.* to 'root'@'192.168.%.%'identified by TIAQIE Qi3

MariaDB [(none)]> flush privileges;

DB Data E2C 4= HE
F7totO|o|E C|A3Z DB EHE HASH| I HX 7| DB data E2C = E &QIgtLICt

MariaDBO|| & 8tL|Ct,

mariadb -u root -p

Enter password: I{AQE
DB data 22 E =QlgfL|Ct.
MariaDB [ (none)]> select @@datadir;
MariaDBOf|A| 230}2%t = MariaDB AH|A S HX[EfL|Ct,
systemctl stop mariadb

MZ2 Data C|2 E2|0| HIO|EHE SAFLICE ¥ HA|M= HEIL /var/1ib/mysqid HM /mnt/data/mysqr 2 HEEL
Ct.

rsync -av /var/lib/mysql /mnt/data/
chown -R mysgl:mysql /mnt/data/mysqgl

my.cnf Y S £Ht0{ MariaDB2| data C|2E2| Z2E HAEL|CL.

/etc/my.cnf.d/server.cnf

1 [mysqld]

A datadir=/mnt/data/mysql

3 socket=/mnt/data/mysql/mysql.sock
4

5 [client]

6 port=3306

7

socket=/mnt/data/mysql/mysql.sock

SELinux 2t A7 5l context 7}

semanage fcontext -a -t mysqld_db_t "/mnt/data/mysql(/.%*)?"
restorecon -R /mnt/data/mysql

MariaDB AMH|A S A[ZfefL|Ct,

systemctl restart mariadb

MariaDBOf| M£3%t = HAZI DB data 22 E &QIgtL|Ct.
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MariaDB [(none)]> select @@datadir;
Y27t AHOR WAEIQICHH J|Z data ECIE AELICH

rm -R /var/lib/mysql

Galera Cluster +A

MariaDB& 7|ZE2| Replication 2410| OtLl GaleraE 0| 8%t 22{AE FH O =Z Master-Master HAI9| C}E3%} 7|58 |
rL|CH ol2{et SEHWAOZ BE DB 7HATHAICS| H|O|E{ 7 L 2HE QA KM Z=[ 10 Zolf 2l A| CHE3SH7|0l| 0t &0l U
L|Ct.

OH

o>

MariaDBOJ|A| & 5t= Galera Clusterg AF25t7| fIdl of2e] HXHE Sl ™ TfL|Ct.

MariaDB MH|AE SAIELICE
systemctl stop mariadb.service

ozl Ol A|E & 1n5t0] MariaDB &% HEE HARLIC

@ =225t0] MariaDBe| ME HEE SQIBLICL

[etc/my.cnf.d/server.cnf

1 [galeral

2 # galear cluster ALE0E

g wsrep_on = ON

: # libgalera_smm.so ZE X

Z I wsrep_provider = /usr/lib64/galera-4/libgalera_smm.so

; # S7|3t TIHE 1p E|AE (Master Node 1, 2, 39 Public IPZfS YUEHEHLICEH.)
8 wsrep_cluster_address = gcomm://192.168.3.11, 192.168.3.12,
. 192.168.3.13

10 # 712 AER[X| QT

11 default_storage_engine=InnoDB

12 # auto increment®| gt EZLA (0/1/2 T H)

13 innodb_autoinc_lock_mode=2

1 # 1p HIMH

o bind-address=0.0.0.0

e 4 Hiojdal 2amY 34

1; binlog_format = ROW

iy # log ABOIR

20 general_log=0N

21 # log X 4H

log-error=/var/lib/mysql/error.log
# B708te LEEQ O8Y (LEOiCh SYskH MH)

wsrep_cluster_name = Cluster

Galera Cluster2| 2= DB Node=0| Master DB(Primery)2| &2 StX|2t OF 0| T X2 X7| Datag MS5H= Node
7} Donor, 1 2| NodeE g Joiner2 X|FELICt. HX Donor NodeZ AHEe DB 7HAH A 19| galera clusters

galera_new_cluster BHO{Z A|ZIEIL|CE 80| tEE Wi7tX| 7|CHel 2, CHE BHA|l= go{ZhL|Ct
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galera_new_cluster

A Warning

DB 7H A A|ZE &= Mof| R2|510] of2l B OIS HABfLIC Donor Node@! 7H4MHAI0| 74E HA| A[ZH=|0{0F BfL|Ct.

DB 7tAH Al 29F 39| MariaDB A{H|A S A|ZfgtL|Ct,
systemctl restart mariadb.service

Galera Cluster 80| §MHMO = E|Q=X] 2QlgtL|Ct,

MariaDBOI| F&&fLICE

mariadb -u root -p

Enter password: HAQE

2|2 22 AEE Pt WM 29| IP T4 SES SHIYLICH
MariaDB [(none)]> show variables like 'wsrep_cluster_address'
Sz 21 S el ot
R e B T il e +
| Variable_name | Value
R e B T il e +

| wsrep_cluster_address | gcomm://192.168.3.11, 192.168.3.12, 192.168.3.13 |

StLEC| DB 7HetH A0 M "testdb” 2t= 0| F 2| E|AEE H|O[Ef H|O| A S Mg elL|C}.

MariaDB [(none)]> create database testdb;

"testdb" H|O|E{ H|O|A0]| "member" H|O|SS MAMdstL|C},

MariaDB [(none)]> create table testdb.member
(

idx int auto_increment

primary key,

userid varchar(255) not null,

password varchar(255) not null,

email text null,

salt varchar(255) null
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© Galera Cluster 23 X}

Galera Cluster 2% Al, Hl|O|E] H|O[ A0 EX|7} ZAHSI] Z5k7Lt O et O] 7 2 MA|Zfsjoret H of2e| HALE w2tz 7|
ST

* Joiner == (DB 7HATH A1 2, 3)01| A Zoi Mot AL

a. ZOf7 MBSt L E0M gatera recovery HES MEBILICE

b. 5L =E0M systemctl start mariadb.service BHOE Mariadb AMH|AZE CHA| A|ZFEFL|CE,
® Donor - E = S2{AE Ao Fofj 2dist ZL

a. grastate.dat &l

© "seqno" #t0| 71 &1 "safe_to_bootstrap” £{0] "1"Ql L. ET} 71 OKX|2H0| SR E L EO|EZ 0| L E
DonorZ HHstn 5715 TIEL|CL B E =9 safe_to_bootstrapZf0| -12 SLstH StLto| L EE E’gom
12 -

$ cat /mnt/data/mysgl/grastate.dat

# GALERA saved state

version: 2.1

uuid: UUIDZ
seqno: -1 => 0 22 —)FE‘
safe_to_bootstrap: 0 => 1 (Doner =E¥ ZAL), 0 (Joner EEY E2)

b. Galera Cluster XHA| =

o ERJ|F0|Ee iE(AHE—S‘ Donor NOde)Oﬂkl galera_new_cluster HHOE Galera ClusterE A &fgtL]

Ct.
o EI7|&0| &= Donorc =7t 71E 0| LEE 2= Node? server.cnt 2 wsrep_cluster_address IP &2
el =ME HE LI

$ cat /etc/my.cnf.d/server.cnf

wsrep_cluster_address = gcomm://192.168.3.13 (M2 Donor Node), 192.168.3.12,
192.168.3.11

o LfEHxIZ.*h:EOHH systemctl restart mariadb.service %%QE Mariadb kiHlﬁ |'A| A| E ||-—-|'

"grastate.dat" ]I|-°E|O-||k|9| uuid EIOI 0000000 OEI O'HE --wsrep-cluster-address %ﬁ% )élac-la'l |'0:| il:jl' °1IH EE'IA
E{Of| CHet HZ S B0 Af 40| CHA| HZESHE S SHL|CH ALE Of| A= Of2Het Z2&LIC.

mysqld -u root --wsrep-cluster-address='gcomm://192.168.3.11,192.168.3.12,192.168.3.13"'

=L HEA(For 24 28

Mold AFEAt EE= 2E[XHs MEUIoM 24 E ESHES oie MEUI LH2| O3] Jt A Ztof| 8ot ZME=5 AAS 2E
UELICL 0| S0 DataBase A0l =2t E2jl2 s DB MEUIQ| CHE JHY AR B|CIMMEIL|CH 22 HWAME
MM Health CheckE Sl ZHoll {2 HAUSIHCIE Yo SHBYU L2 B S ELF=

45 i
0z
0x
mjo

Fail-overZt 7tSELICH LHE 2 £ M2 A
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A - DataBase?| L5 2 W2 A{QlL|C},
DA P $£4:192.168.3.26

AA IE 13306

7haH A ZE ;3306

nLIESE P FS

0x
n

el LS 2 RN 7AS Mgt 2 JHAIA B BIES 22010 DB DI S BHBILICH

oM get @
LS el LI ol O EA| IP HE Zone 0|5
ablecloud-3tier-linux-db-03 @ HHE ablecloud- test Zone1
192.168.3.13 (?|&) x 3tier-linux-db-
03
ablecloud- 3tier-linux-db-02 ® AT ablecloud- test Zone1
192.168.3.12 (7|&2) x 3tier-linux-db-
02
ablecloud-3tier-linux-db-01 @ HFE ablecloud- test Zone1
192.168.3.11 (?|2) x 3tier-linux-db-
01
£34= 10/%
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